


UYTO TAKOE NAHUYECKASA ATAKA?

MaHMuyecKom atakor Ha3biBAKOT COCTOAHUE, KOTAQ
YEeAOBEK UCMbITbIBAET CUAbHbIM U BECMPUYMHHBIN
cTpax. Mpu 3TOM KOHTPOALD TaKmne 3MOLMKU MOYTH
He nopaatotcs. CTpax BbI3bIBAET B OPraHnu3me
LIEAYHO LIENOUKY PEaKLIMI: yuaLLaeTes cepaledbrerme,
NOBbILLAETCA AABAEHUE, HE XBaTaeT BO3AyXA.
Horun ctaHoBATCA «BaTHbIMUW», MOABASETCA APOXb
1 03HOO, BO PTy NEepechIXxaeT, a CNoCoOOHOCTb
KOHLIEHTPMPOBATLCA Ha YEM-TO PE3KO CHUXAETCS.
TakxKe y HEKOTOPbIX AFOAEN BO3HUKAET OLLYLLIEHWE
CKOPOM CMEPTH, U 3TO AOMOAHUTEABHO YCUAMBAET
NPUCTYN NaHUYECKOW aTaku. AAUTLCS TaKoe
COCTOSIHWE MOXET BCEr0 HECKOAbKO MUHYT,

a MOXET — LieAble Yachl.

Cama no cebe naHMueckan ataka He NPUUUHSET
Kakoro-Avbo Bpepa. CUMNTOMbI KparHE HEMPUATHBI,
HO AOBOALHO ObICTPO NPOXOAAT. AaBHOM Bepor
CTAHOBMTCSA CTPax TOro, YTO NaHMKa NOBTOPUTCS:
Hanpumep, A\ YEAOBEKa, Napy pa3 UCMbITaBLLIEro
NaHWYECKMI MPUCTYN B METPO, BHOBb CMyCTUTLCS B
NOA3EMKY MOXET ObITb BOAbLLIOM NPOBAEMON.
Takon cTpax 6biBaeT «CaMoCObIBAOLLMMCS»:
YENOBEK UCTbITbIBAET HANPSHKEHWUE, N MOA BAUSTHUEM
CTpecca NaHU4YecKas ataka BO3HWKAET BHOBb.

Yem He ABAAETCA NaHHUYeCKana ataka?

® CepAeYHbIM NPUCTYNOM

e [loTepen co3HaHUA

Acounkcunen

MNoTtepein cun, cAabocTbo

CymacLuectBueMm

loTepen KOHTPOASA

CUMMNTOMbI NTAHUYECKOMU ATAKM

® 60Ab MAVY AUCKOMOOPT B 0BAACTU FPYAHON KAETKY;
® TOAOBOKPY>XXEHWE WA NOTEPS CO3HAHUS;

® 60A3Hb YMEpPETH;

® UyBCTBO 0OPEUEHHOCTH MAM NOTEPU KOHTPOAS;

® yayLlibe

® OTPELLEHHOCTb;

® OLLYyLLIEHWE HEPEANbHOCTM NMPOUCXOAALLIErO BOKPYT;
@ TOLLUHOTa UAM PACCTPOMCTBO XEAYAKA;

® OHEMEHWE UAM MOKAaAbIBAHUE B PyKax, Horax, ALIE,
@ yyalleHHoe cepaLebuerme;

@ NMOTAMBOCTb MAW 03HOO;

® APOXb WA NOKaUMBaHUE

YTO AENATb NMPU NAHUYECKOW ATAKE?

o AN KOHTPOAS AbIXaHWS CAeAaMTE TAYOOKMI BAOX
M 3aAEPXUTE BO3AYX B AETKUX HA MaKCUMAaAbHO
BO3MOXHOE BpeMs. ITO NPUBEAET K
YpaBHOBELLMBAHWUIO COAEPXKaHUS KUCAOPOAA
N AMOKCHAA YIAEPOAA B AETKUX U N36aBUT
BacC OT YAYLLbS.

® 3ateM nepemranTe K AbIXaHuo AMadparmMmou,
TO €CTb AENANTE MEANEHHbIE TAYOOKME BAOXM,
a BblAbIXalTe elle MEANEHHEE.

® [10TpEHUPYHUTECH BbIMNOAHATL AMapparMarbHOE
AbIXaHue. AAS 3TOro yAobHO cAAbTE, COrHUTE
HOMM B KOAEHSIX, paccAabbre NAeUM 1 LLED U
MOAOXUTE OAHY PYKY Ha rpyAb, @ BTOPYHO UyTb
HUXE FPYAHON KAETKM.

e Caenrante MEeANEHHbIN BAOX (Yepes HOC) Tak,
yT0ObI PACLLUMPUACS BaLLl XEAYAOK, a FPyAHas
KAETKa OCTanacCb HEMOABWMXHOW. MeareHHO
BbIAOXHUTE, Hanpsras MbillUbl XMBOTA, NPK
3TOM IPyAb AOAKHA OCTaBaTbCA HEMOABWMXHOW.
Mpu AbixaHWKM Balla pyka, AeXallasa HUXe
FPYAHOM KAETKM, AOAKHA ABUraTbCs, a pPyKa,
AeXallas Ha rpyAu, AOAKHaA OCTaBaTbCs
HEMOABMXXHOW.

® VIAM AbILLIMTE MO METOAY «5-2-5». Cpenante
AMadparManbHbi BAOX B TEYEHUE 5 CEKYHA.
3aTteM 3aAEPXKUTE AbIXaHUE Ha 2 CEKYHADI.
Motom caenamnTe BbIAOX B TEUEHNE 5 CEKYHA.
MoBTOPUTE OMMCAHHbIN UMKA 5 pas.
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® He pAbilumte B ByMaxkHbIn naket! CeropHsa Bpaun
HEe PEKOMEHAYIOT AeAaTb 3T0, TaK Kak AbIXaHWe
B NakeT 6oAbLLE He cunTaeTca 3PGEKTUBHbBIM
METOAOM (CKOPEE AaXE BPEAHbIM).

® 3aHuManTECh NOBCEAHEBHBLIMU AEAAMM.
MPOAOAKANTE XMTb KaK 0ObIYHO, UTOObI CHU3UTb
LLIAHCbI NOBTOPEHMA NPUCTYNa NaHnkK. ObLLanTeCh
C AHOAbMMU, BOAbLLIE ABUFANTECH U KOHTPOAUPYITE
CBOM MbICAW. Tak Bbl MHGOPMUPYETE BaLl MOSF,
YTO BaM HWUYTO HE YrPOXAET, UTO Bbl KOHTPOAMPYETE
CUTYaLMIO U YTO HET HEOHOXOAMMOCTH
B MOOMAM3aLMM BaALLErO OpraH13ma

® He yberavite. ECAv npUCTyN NaHWKK 3acTan Bac
B NOMELLEHMU, HAaNpUmMmep, B Cynepmapkete, 1o
Y Bac BO3HUKHET CUABHOE XEeAaHWE KaK MOXHO
ObicTpee BblbpaTLCs (YOEXaTh) M3 3TOM MOMELLIEHMS.
He yberaite — ocTaBantecb Ha MecTe 1
KOHTPOAMPYUTE NAHUYECKNE MbICAU, UTOObI AQTb
NOHSITb BaLLIEMY MO3TY, YTO BaM HWUYTO HE YrpoXaeT
N HET CMbICAA MOKMAATL cynepmMmapkeTt. Ecan Bbl
NOKMHETE NomMeLLeHne (ybexuTe), Ball Mo3r
ByaeT accouMmMpoBaTh 3TOT CynepMapKer, a,
BO3MOXHO, M Apyrve CynepMapKeTbl, C ONMacHOCTbBHO,
TO €CTb Bbl MOXETE CTOAKHYTLCA C TEM, UTo Byaete
MCNbITbIBaATb NAHUUYECKYIO aTaky Npu BXOAE B
AOOOM cynepmMapKer.

® Hayuutech paccrabasatees. MNpyu noMoLLm
AbIXaTeAbHbIX MPAKTUK U MEAUTALMM Bbl CMOXETE
6bICTPO paccAabuTbes, YTo NO3BOAUT BaM
KOHTPOAMPOBATb NaHUYECKME MbICAU

® /IcrioAb3yHTe Balliv YyBCTBA AN MOAABAEHMWS
rnpucTyna rnaHuky. ECAM 'y Bac NPUCTYN NaHUKK
WAM Bbl NOMaAW B CTPECCOBYIO CUTYaLMIO,
COCPEeAOTOYLTECH Ha OAHOM M3 CBOMX 5 UyBCTB
(xoTa 6bl HA MrHOBEHME), UTOObI YMEHbLUIWUTb
CMMMTOMbI MAaHUYECKOM aTaku UAM CTpecca
(3akpowiTe raasa 1 npeacTaBbTe cebe byket
LiBETOB, AOOMMYIO KapTUHY, NASX, NonpobyiTe
pPa3AMUUTbL 3anaxm BOKPYr Bac, OCTAHOBUTECH U
NPUCAYLLANTECH K OKPY)XatOLLMM Bac 3ByKaM,
Bbl MOXETE MOYyBCTBOBATL 3arax MpubAnKatoLLerocs
AOXASI, CKOHLIEHTPUPYUTECH Ha OCA3aHMK)

® [TpUMUTE AEKAPCTBO, MPEATUCAHHOE BPAYOM.
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